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The past two months of newsletters are archived here. Click the date to see the full issue. 
Looking for older newsletters?  Need to Know launched in March 2020. All issues are archived with the NPS library in a special collection.
June 25, 2021                                                                                            Issue 60
Today’s theme: the challenge of implementing cybersecurity standards for federal contractors. Our lead story summarizes a recent industry survey showing that
the burden of implementing CMMC may be too much for some small electronics manufacturers. In related news, DoD is reviewing the CMMC process and
considering strategies to support small businesses, including offering financial assistance. Kathleen Hicks shared this week that the future of the ill-fated JEDI
contract may become public within a month. She also announced a new data and AI initiative working with the combatant commands.  Several articles on IT
acquisition point to the ongoing tension between saving costs with GWACs and awarding fewer contracts to small businesses as a result.
This week sees some leadership positions confirmed (GSA and OPM) or nominated (assistant secretary of defense for international security affairs). In ARP news,
we share some additional highlights from last month’s symposium panel on AI and cybersecurity, previewed a few weeks ago. And NPS Professor Dan
Finkenstadt continues to shape the conversation about supply chain management, using the challenges of COVID vaccine distribution as a jumping off point for
thinking through general challenges in managing visibility and risk in complex, global chains.
 
This Week’s Top Story
Electronics manufacturers send warning shot across CMMC’s bow
Jason Miller, Federal News Network
A new survey from the IPC, an industry association representing electronic manufacturers, found nearly a quarter of all respondents said the cost and burden of
CMMC may force them out of the defense industrial base (DIB).
About half of IPC’s 3,000 members are located in the U.S. and many are serving the DoD market.
“This is important because we’ve already seen a considerable contraction and reduction in the number of electronics manufacturers here in the United States. To
give you a sense of the kind of trajectory that we’ve been on as a country, over the last 20 years or so we have dropped from more than 2,000 printed circuit
board manufacturers in the United States to fewer than 200. And that number is expected to decline further,” Mitchell said. “We were hearing from so many of our
members that they were having anxiety about CMMC. It’s important to understand that electronics manufacturing generally is a thin margined business, so even
small incremental cost increases can really effect a company’s competitiveness. As companies are beginning to undertake the assessments and do the other stuff
necessary for certification, we were hearing from many of them that the costs were much larger than they had anticipated, and that there was continuing to be a
lack of clarity about the requirements and what the timeline were.”
Read more.
 
ARP and NPS News
Smart Tech Acquisition Starts with Asking Tough Questions
July 2, 2021 !
June 25, 2021 !
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ARP Blog Post
How can the Navy and the Department of Defense best use and acquire capabilities made possible by emerging technologies like artificial intelligence? That
question, and the many answers to it, ran throughout the recent symposium panel, “Enhancing Acquisition with Artificial Intelligence and Cybersecurity.” Rear
Admiral Lorin Selby, Chief of Naval Research, chaired the panel and kicked off conversation with some thoughts on how Naval acquisition and larger structures
throughout DoD need to change to address today’s technologies and threats.
“The acquisition model we have is tuned for about 1985,” Shelby said. “It’s tuned for an adversary that is technologically inferior and economically inferior to us.
That is not the case today with a nation like China. Some of the topics we have today in this panel are critical to that discussion. How do you go after the things
our acquisition system is not tuned to do?”
Tuning value chains for better signals in the post-COVID era: vaccine supply chain concerns
Daniel J. Finkenstadt (NPS) and Robert B. Handfield (NCSU), International Journal of Operations & Production Management
NPS Professor Dan Finkenstadt continues his collaborative research on how to monitor supply chains, arguing that some best practices can transcend the
particular challenge of COVID vaccine distribution.
 
Acquisition and Innovation
Pentagon to reveal JEDI cloud-computing contract’s future in coming weeks
Joe Gould, C4ISRNET
Pentagon CMMC review aims to address small biz cost concerns, ‘restore trust’ in assessment processes
Justin Doubleday, Federal News Network
Energy Department Revising Cybersecurity Requirements for Nuclear Administration Contractors
Mariam Baksh, Nextgov
GSA creates $2.1B contract for NOAA’s IT
Dave Nyczepir, Fedscoop
Industry group warns onerous criteria for GWACs may benefit large contractors
John Hewitt Jones, Fedscoop
Connolly floats legislative fix for IT working capital funds
Dave Nyczepir, Fedscoop




Building End-to-End Sustainment Plans for Weapon Systems
Vincent “Bram Lillard and Han Yi, Institute for Defense Analyses
Software Development: DOD Faces Risks and Challenges in Implementing Modern Approaches and Addressing Cybersecurity Practices
U.S. Government Accountability Office
 
Events
Periodic Table Of Acquisition Innovation And Frictionless Acquisitions
ACT-IAC
June 29, 2021  |  10:00am-12:00pm EDT
 
Defense and Federal Government
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Hicks Announces New Artificial Intelligence Initiative
Terri Moon Cronk, DOD News
Robin Carnahan confirmed to lead GSA
Jackson Barnett, Fedscoop
Senate confirms Ahuja as first permanent OPM director in more than a year
Nicole Ogrysko, Federal News Network
Biden picks Russia pro for key Pentagon post
Joe Gould, Defense News
Commentary: Do U.S. Navy Surface Warfare Officers Need A New Career Path?
James Homes, 19FortyFive
Commentary: The New Pentagon Slush Fund (Pacific Deterrence Initiative)
Andrew Lautz and Mandy Smithberger, Defense One
 
Congress
Senators Hammer $1 Billion Loss, Industrial Instability with Navy’s Planned 2022 Shipbuilding
Richard R. Burgess, Seapower Magazine
Pentagon chiefs insist flat defense budget is enough
Joe Gould, Defense News
 
Acquisition Tips and Tools, with Larry Asch
What is an Antideficiency Act (ADA) Violation?
As we get ready for the 4  Quarter Spending Spree Season, here’s a reminder of what to watch for to prevent an ADA Violation. The ADA underpins the federal
spending processes, and violation puts managers at risk and bring great embarrassment and scrutiny on an agency.
The ADA has its origins dating back to 1884 and was updated twice: in 1950 and again in 1982.
The 1982 version of the ADA is located in Title 31 of the U.S. Code. It prevents agencies from:
1. Spending more funds than Congress has given them, or spending that money before received,
2. Accepting “voluntary services,” and
3. Spending more than Congress apportioned or allotted.
The ADA is the only appropriations statute that includes both criminal and civil penalties. Federal employees who “knowingly and willfully” violate ADA shall be
fined not more than $5,000, imprisoned for not more than 2 years, or both. My research uncovered that no federal employee has ever been prosecuted or
convicted under this statute. The mere potential for criminal and felony prosecution does make the ADA the appropriation law that almost all federal employees
have heard of and enhances compliance with the act.
Antideficiency Act: What NOT to Do!
Below are some excerpts from a recent GAO compilation of ADA reports for FY 2020.
“Agencies that violate the Antideficiency Act must report the violation to the President and Congress and transmit a copy of the report to the Comptroller General
at the same time. 31 U.S.C. §§ 1351, 1517(b). The report must contain all relevant facts and a statement of actions taken.”
Some examples:
Appropriations from O&M accounts to fund multiple contracts for development of an IT system. These contracts should have been funded using appropriations
from RDT&E.
Incurred obligations without a valid apportionment in place. Attorney in its Office of General Counsel advised that a written apportionment was not necessary
following the enactment of the second continuing resolution (CR) because the Office of Management and Budget (OMB) Bulletin 17-02 automatically
apportioned funds provided by the CR. However, OMB Bulletin 17-02 did not automatically apportion funds and Agency incurred obligations without a valid
th
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apportionment in place.
An obligation in excess of its apportionment. Program officials did not check funds availability at the time of the approval.
Obligations to pay for an outside employee training program that focused on personal growth rather than professional development.
Improperly received and accepted voluntary services.
Another source for what activities would constitute a violation is DoD 7000.14-R Financial Management Regulation Volume 14, Chapter 2 “ANTIDEFICIENCY ACT
VIOLATIONS.” In addition to explaining potential violation scenarios, this guidance provides a list of actual violations that occurred within DoD.
Violation Examples:
Obligated O&M funds for site preparation construction costs on a relocatable building project. This unauthorized obligation of O&M funds instead of military
construction funds.
Obligated O&M funds in advance of the appropriation when a 14-month severable services contract was awarded that exceeded the 12 month limit.
Obligated O&M funds for two- and four-year severable equipment leases.
Obligated O&M funds in excess of the Continuing Resolution Authority allocation.
Obligated O&M funds for information technology equipment in excess of the investment threshold.
Obligated O&M funds, rather than Other Procurement funds, to purchase a data processing local area network (LAN). Even though the hardware components
and LAN operating system software were purchased separately, the components and the software together constituted a system with an aggregate cost in
excess of the expense/investment threshold.
These examples are meant to help you understand some of the issues that have caused ADA Violations and how serious a matter it is. When I was a new
Contracting Officer, I found people I could trust and read all the guidance closely. Your best friends are the Program Manager Business Office Chief and Fiscal
attorney. Ask to see the guidance, funding line, etc. And remember: if they know it, they can show it. 
One more tool is GAO’s Principles of Federal Appropriations Law, also known as the Red Book.
June 18, 2021 !
June 4, 2021 !
June 11, 2021 !
May 28, 2021 !
May 21, 2021 !
May 7, 2021 !
April 30, 2021 !
April 23, 2021 !
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Mission
Provide defense-focused graduate education, including
classified studies and interdisciplinary research, to advance
the operational effectiveness, technological leadership and
warfighting advantage of the Naval service.
Naval Postgraduate School
1 University Circle, Monterey, CA 93943
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